MUTUAL NONDISCLOSURE AGREEMENT BETWEEN
NEW YORK STATE INSURANCE FUND AND
FOR EXCHANGE OF CONFIDENTIAL INFORMATION

THIS AGREEMENT is between the New York State Insurance Fund ("AGENCY"), having
its principal place of business at 199 Church St, New York, New York 10007, and [INSERT
VENDOR NAME], with offices at [INSERT VENDOR ADDRESS], a Contractor to Agency
("CONTRACTOR"). For the purposes of this agreement, either AGENCY or CONTRACTOR may be
a “"Receiving Party” or a “Disclosing Party” with respect to Confidential Information.

NOW THEREFORE, for and in consideration of the engagement of CONTRACTOR to
perform services set forth in [INSERT AGREEMENT # OR DESCRIPTION OF
AGREEMENT] (“Agreement” or “Contract”), the parties agree to the following:

1. Background

a. AGENCY and CONTRACTOR agree that information shared as necessary for the purposes
of this Agreement is “Confidential Information.” Confidential Information shall include all
non-public information (whether in verbal, written, visual, graphic or machine-readable
form) of the Disclosing Party which the Receiving Party has had access to (including
prior to effective date), will have access to, or will create or prepare, that includes,
incorporates, makes reference to or utilizes in any way, without limitation, the Data and
all other proprietary information related to the Disclosing Party’s business. Confidential
Information shall include all information of a third party to which each Party has access
or will have access. Confidential Information shall also include any information and data
protected by applicable privacy laws and regulations, including but not limited to
Federal, State, and local laws as well as those of territories and dependencies.

b. The party that discloses Confidential Information hereunder is referred to as the
“Disclosing Party” and the party receiving Confidential Information hereunder is referred
to as the “Receiving Party.”

c. The Receiving Party and Disclosing Party each agree to comply with Federal, State, and
local privacy laws and regulations as well as privacy laws and regulations of territories
and dependencies as applicable to the Confidential Information.

2. Confidentiality and Non-Disclosure

a. Each party agrees that Confidential Information is the valuable property of the
Disclosing Party notwithstanding any public disclosure by any source and will be
protected by civil and criminal law and, where appropriate, by the law of copyright. The
Receiving Party shall protect the Confidential Information of the Disclosing Party using
procedures no less rigorous than those used to protect its own Confidential Information
but not less than a reasonable degree of care. The Receiving Party shall not transfer or
disclose any of the Confidential Information to any third party without the Disclosing
Party’s prior written permission except for the terms listed in Section 4. The Receiving
Party further agrees not to divulge information or methods of accessing the Disclosing
Party data to any person not authorized to obtain such information and/or data.
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b. Each party agrees to implement and maintain an appropriate security program for
Confidential Information to (1) ensure the security and confidentiality of Confidential
Information, (2) protect against any threats or hazards to the security or integrity of
Confidential Information, and (3) prevent unauthorized access to or use of Confidential
Information. Confidential Information shall be stored and maintained in a place and
manner that is physically secure from access by unauthorized persons. AGENCY reserves
the right to review CONTRACTOR'’s policies and procedures used to maintain the security
for Confidential Information.

c. CONTRACTOR shall maintain a commercially reasonable Disaster Recovery and Business
Continuity Plan and a copy of said plan shall be provided to AGENCY upon request.

d. The Receiving Party shall use the Disclosing Party’s Confidential Information solely for
the performance of agreed upon services and shall not take any action inconsistent with
the confidential and proprietary nature of such information.

3. Confidentiality Exceptions

Confidential Information shall not include information that (a) is in the public domain at
the time of its use or disclosure through no fault of the Receiving Party or its
Contractors, (b) was lawfully in the possession of or demonstrably known by the
Receiving Party prior to its receipt from the Disclosing Party, (c) is independently
developed by the Receiving Party without use of or reference to the Disclosing Party’s
Confidential Information, or (d) becomes known by the Receiving Party from a third
party and, to the Receiving Party’s knowledge, is not subject to an obligation of
confidentiality to the Disclosing Party.

4. Third-Party Disclosure

a. The terms of this Agreement shall apply to any agents, employees, subcontractors,
representatives, consultants, affiliates, and advisors of AGENCY and CONTRACTOR who
need to know the Confidential Information and who are informed of the confidential
nature of the information and agree to keep it confidential. It is understood that
CONTRACTOR shall be and will remain liable for any breach of Confidentiality and
Nondisclosure obligations by any of the Persons set forth above.

b. CONTRACTOR shall require the Persons set forth in this Section 4 to implement and
maintain an appropriate security program for Confidential Information to (1) ensure the
security and confidentiality of Confidential Information, (2) protect against any threats
or hazards to the security or integrity of Confidential Information, and (3) prevent
unauthorized access to or use of Confidential Information. CONTRACTOR shall be
responsible for all individuals, including employees of CONTRACTOR and employees of
all Persons set forth in this Section 4 authorized to have access to the Confidential
Information, adherence to the Confidentiality and Nondisclosure requirements set forth
in this Agreement.

5. No Transmission Outside the United States

CONTRACTOR shall take appropriate measures to assure that AGENCY’s Confidential
Information is NOT transmitted outside of the United States. Such prohibition against
transmission shall not apply to satellite transmission or other similar digital
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communication methods used by CONTRACTOR or its Contractors in the ordinary course
of business and in conformance with this Agreement.

6. Compelled Disclosure

a.

If the Receiving Party is requested or required to disclose any of the Disclosing Party’s
Confidential Information pursuant to a subpoena, court order, statute, law, rule,
regulation or other similar requirement (a “Legal Requirement"), the Receiving Party
shall, unless prohibited by law, provide prompt notice of such Legal Requirement to the
Disclosing Party so the Disclosing Party may seek an appropriate protective order or
other appropriate remedy or waive compliance with the provisions of this Agreement. If
the Disclosing Party is not successful in obtaining a protective order or other appropriate
remedy and the Receiving Party is, in the opinion of its counsel, compelled to disclose
such Confidential Information under pain of liability for contempt of court or other
censure or liability, the Receiving Party shall be permitted to disclose such Confidential
Information solely to the extent necessary, in the opinion of its counsel, to comply with
the Legal Requirement.

Information that would otherwise be considered AGENCY’s Confidential Information
within the meaning of this Agreement shall not be deemed otherwise because such
information may be available to third parties pursuant to the New York State Freedom of
Information Law (FOIL). In the event that an independent third-party has or shall obtain
from AGENCY information pursuant to FOIL that would otherwise be considered
AGENCY’s Confidential Information and has publicly disclosed such information, then
such information shall be considered public information from the time of such disclosure
and no longer Confidential Information.

CONTRACTOR trade secrets and/or proprietary materials as defined by the laws of the
State of New York must be clearly marked and identified as such with specific
justification setting forth the reasons for the claimed exemption. Acceptance of the
claimed materials does not constitute a determination on the exemption request; such
determination will be made in accordance with statutory procedures. In the event such
information is requested pursuant to FOIL or other legal process, AGENCY will give
CONTRACTOR notice as soon as practicable for the purposes of affording it the
opportunity to interpose objections to its disclosure. Properly identified information that
has been designated trade secret or proprietary by CONTRACTOR will not be disclosed
except as required by FOIL or other applicable State and federal laws.

7. Return of Confidential Information

a.

Following a request of the Disclosing Party or upon the termination of this Agreement,
the Receiving Party shall promptly but in no event more than five (5) business days
following such request or the termination of this Agreement, return to the Disclosing
Party all or any portion of the Confidential Information or, at the Disclosing Party’s
election, destroy all or any part of the Confidential Information and provide certification
thereof upon request by the Disclosing Party. In lieu of returning Confidential
Information that has been included in the Receiving Party’s notes, analyses, and studies,
the Receiving Party may destroy the portions of such notes, analyses, or studies
containing Confidential Information and provide certification thereof.
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b.

Notwithstanding the foregoing, Receiving Party may (1) retain copies of Confidential
Information that is required to be retained by law or regulation and (2) in accordance
with legal records retention requirements, store such copies and derivative works in an
archival format which cannot be returned or destroyed.

8. Right to Audit

a.

If CONTRACTOR utilizes a Statement on Standards for Attestation Engagements (SSAE)
No. 16 or a Standards for Attestation Engagements No. 18, as developed by the
American Institute of Certified Public Accountants (AICPA) within the past twenty-four
months prior to the Agreement, CONTRACTOR shall provide NYSIF with a copy of
CONTRACTOR's Service Auditor’s Report(s) for either Type I or Type II (Reports) or
Service Organization Control (SOC) Report types 1, 2, or 3 on an annual basis. Such
Report(s) shall be used for information purposes only. NYSIF reserves the right to
request a copy of the Report(s) during the Agreement duration (including option
periods). Production of CONTRACTOR SSAE 16 or 18 Report(s) or SOC Reports shall not
take the place of NYSIF’s right under the Agreement to independently audit
CONTRACTOR. The documentation, reports, or information received by AGENCY in
relation to this section shall be deemed CONTRACTOR Confidential Information. For
regulatory and compliance purposes, AGENCY may be required to produce such
documentation, reports, or information received to the proper regulatory authority or
independent auditors. AGENCY shall take all necessary steps to protect and preserve the
confidential nature of any documentation, reports, or information shared for regulatory
and compliance purposes.

CONTRACTOR shall maintain accurate records and accounts of services performed and
money expended under this Agreement and shall furnish or make available such
supplemental accounts, records or other information as required in the event of a
security breach and/or to substantiate any expenditure or report to AGENCY, or as may
be necessary for auditing purposes or to verify that expenditures were made and/or
proper non-disclosure procedures were implemented as instructed by this Agreement.
Such records, accounts and all supportive documentation shall be kept for at least six
(6) years subsequent to the termination date of this Agreement.

9. Information Security Breach

a.

In the event of a Breach of Security involving AGENCY supplied Nonpublic Information
from systems owned, operated, sub-contracted or otherwise routed through
CONTRACTOR'’s systems or networks, CONTRACTOR shall notify AGENCY immediately,
without unreasonable delay. “Breach of Security” shall mean the unauthorized
acquisition or acquisition without valid authorization of computerized data that
compromises the security, confidentiality, or integrity of personal information
maintained by a business. “Nonpublic Information” shall mean all electronic information
that is not publicly available information and is: (1) business related information of
AGENCY the tampering with which, or unauthorized disclosure, access, or use of which,
would cause a material adverse impact to the business, operations or security of
AGENCY; (2) any information concerning an individual which because of name, number,
personal mark, or other identifier can be used to identify such individual, in combination
with any one or more of the following data elements: (i) social security number; (ii)
drivers’ license number or non-driver identification card number; (iii) account number,
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credit or debit card number; any security code, access code or password that would
permit access to an individual’s financial account; or (iv) biometric records; (3) any
information or data, except age or gender, in any form or medium created by or
derived from a health care provider or an individual and that related to: (i) the past,
present or future physical, mental or behavioral health or condition of any individual or
a member of the individual’s family; (ii) the provision of health care to any individual; or
(iii) payment for the provision of health care to any individual.

b. CONTRACTOR additionally undertakes to, solely at its own cost and expense, provide
any requisite notices that either CONTRACTOR or AGENCY would be required to provide
pursuant to NY CLS Gen Bus §899-aa and NY CLS State Technology Law §208, or any
other applicable statute, both on behalf of CONTRACTOR and on behalf of AGENCY.
CONTRACTOR's notification shall include but not be limited to a description of the
categories of information that were, or are reasonably believed, to have been acquired
by a person without valid authorization, including specification of which of the elements
of personal information and private information were, or are reasonably believed to have
been, so acquired, or as otherwise provided for by applicable law.

10. Term of Contract

This Agreement shall continue in effect until terminated by written notice to the other
party. The Confidentiality and Nondisclosure obligations of the parties as detailed in
Section 2 and Section 4 shall survive termination of this Agreement in perpetuity.

11. Grant of Rights and Warranties

Disclosure of the Confidential Information shall not be deemed to grant any license or
other right to use such Confidential Information except as set out in this Agreement or
as set out in a separate written agreement executed by both parties.

12. Notice

Any notice, demand or other communication required or permitted to be given under
this Agreement shall be in writing and shall be deemed delivered to a party (i) when
delivered by hand or courier or (ii) six (6) days after the date of mailing if mailed by
United States certified mail, return receipt requested, postage prepaid, in each case to
the address of such party set forth below (or at such other address as the party may
specify for delivery of notice in the foregoing manner):

AGENCY: New York State Insurance Fund
15 Computer Drive West
Albany, NY 12205

Email: contracts@nysif.com

CONTRACTOR:
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13. No Assignment

a. This Agreement and the parties’ respective rights, duties and obligations under this
Agreement are not transferable or assignable by either party. Any attempt to transfer or
assign this Agreement or any of its rights, duties or obligations under this Agreement is
void unless (i) consented to in writing by AGENCY and (ii) the transferee or resultant
surviving entity explicitly agrees to the terms of this Agreement. For purposes of this
section, a transfer of more than fifty percent (50%) ownership interest in CONTRACTOR
or a consolidation or merger of CONTRACTOR into another entity, including an affiliate
of CONTRACTOR, shall be considered an assignment of this Agreement.

14. Maodifications

This Agreement can only be modified by a written agreement signed by the persons
authorized to sign agreements on behalf of CONTRACTOR and AGENCY. Without limiting
the foregoing, terms and conditions which are displayed or conveyed electronically or
responded to by any action other than a signed written agreement as set forth above
will not be effective and will not amend or modify this Agreement.

15. Severability

In the event that any provision of this Agreement shall be considered void, voidable,
illegal or invalid for any reason, such provision shall be of no force and effect only to the
extent that it is so declared void, voidable, illegal or invalid. All of the provisions of this
Agreement not specifically found to be so deficient shall remain in full force and effect.

16. Governing Law

This Agreement shall be governed by and construed under the laws of the State of New
York, without giving effect to the choice of law or conflict of law provisions thereof.

17. Complete Agreement

This Agreement is the complete and exclusive statement of the agreement between the
parties as to the subject matter hereof and supersedes all communications between the
parties related to the subject matter of this Agreement. Each party represents and
warrants to the other that it has full power and authority to enter into and adhere to this
Agreement.

18. No Waiver

A waiver of a breach or default under this Agreement shall not be a waiver of any other
or subsequent breach or default. The failure or delay in enforcing compliance with any
term or condition of this Agreement shall not constitute a waiver of such term or
condition unless such term or condition is expressly waived in writing.

19. Remedies

Each party understands that if there is a breach of the obligations under this Agreement,
in addition to the termination rights and remedies provided for under the Contract, the
injured party shall have the right to obtain injunctive relief to prevent further injury.
Each party acknowledges that compensation for damages may not be sufficient and that
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injunctive relief to prevent or limit any breach of confidentiality may be the only viable
remedy to fully protect the Confidential Information identified in this Agreement.

20. Counterparts

This Agreement may be executed in one or more counterparts, each of which shall be
deemed an original. Such counterparts together will constitute one agreement.
Electronic transmission of an executed counterpart to this Agreement will be deemed
due and sufficient delivery.

21. Standard Clauses for NYS Contracts

The parties agree that the Standard Clauses for New York State Contracts attached as
Appendix A to this Agreement shall be incorporated by reference into this Agreement. In
the event of a conflict between any term or condition in the text of this Agreement and
Appendix A, the parties agree that the terms of Appendix A shall govern and control.

22. Binding Agreement

This Agreement shall be binding upon the parties hereto and inure to the benefit of the
parties hereto, their respective successors and permitted assigns.
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IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be effective as of
the Effective Date below.

NEW YORK STATE INSURANCE FUND

By By
Name Name
Title Title
Date Date

ACKNOWLEDGEMENT BY CORPORATION

STATE OF )
) ss.:
COUNTY OF )
On this day of , 20 , before me personally came

, to me known and known to me to be the person who executed

the above instrument, who, being duly sworn by me, did for themself depose and say that they
are a member of the firm of and that they executed the foregoing instrument in the firm name

of , and that they had authority to sign same, and they did duly

acknowledge to me that they executed the same as the act and deed of the stated firm for the

uses and purposes mentioned therein.

Notary Public
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