ﬁ PO BOX 66699; ALBANY, NY 12206
518.437.4360 | nysif.com

9/26/23

The following (Q&A) will serve as Amendment #1 to NYSIF’'s Request for Quotes (RFQ)
for Synopsys Mobile Application Security Testing, bid nhumber 2023-72-IT. Material in
this Amendment supersedes any contradictory material in the RFQ.

Please note that the due date for the submission of bids remains the same.

All bids are due 10/5/23, by 2:00 p.m.(eastern).

Sincerely,

Vincent Ginardi
Supervising Contract Management Specialist
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Can you elaborate on the preferred
2. PURPOSE OF THIS delivery modgl - OnshoreT (US) Vs _
1 1 REQUEST FOR QUOTES (RFQ) Offshore (India) Vs Hybrid model (mix of [Onshore (US)
US & India resources with critical
resources deployed in US)?
2. PURPOSE OF THIS What are the milestones and preferred
2 1 REQUEST FOR QUOTES (RFQ) [timelines for project implementation? Not relevant to the RFQ
2. PURPOSE OF THIS Is a test environment already available
3 1 |REQUEST FOR QUOTES (RFQ) |or does it need to be set up? Not relevant to the RFQ
2. PURPOSE OF THIS Are there any environment migrations
4 1 |REQUEST FOR QUOTES (RFQ) [involved? Not relevant to the RFQ
2. PURPOSE OF THIS Are there any backup servers in case
> 1 REQUEST FOR QUOTES (RFQ) [there is an Application breakdown? Not relevant to the RFQ
2. PURPOSE OF THIS On what mobile platforms is the app
° 1 |REQUEST FOR QUOTES (RFQ) |developed (e.g., iOS, Android)? Not relevant to the RFQ
, | [-PURPOSE OF THIS cysiem versions (6. 108 14, Android ot relevant t the RFQ
REQUEST FOR QUOTES (RFQ) 1’('))? Ger ‘
2. PURPOSE OF THIS Is the app available for both
8 1 |REQUEST FOR QUOTES (RFQ) |smartphones and tablets? Not relevant to the RFQ
Can you elaborate on the user
2. PURPOSE OF THIS authentication modes/ process in the
N | he RF
? 1 REQUEST FOR QUOTES (RFQ) (app (e.g., username/password, social ot relevant to the RFQ
login, biometrics)?
How does the application handle user
10 1 éE PQlLJJREZ?'SFEOCFZFQ-[JI-(')I'SI'ES (RFQ) authentication? Is multi-factor Not relevant to the RFQ
authentication (MFA) supported?
B | [2PURPOSE OF THIS (6.0, minimum length, complenty Nt relevant o the RFQ
REQUEST FOR QUOTES (RFQ) ‘€9 gth, comp
requirements)?
12 1 2. PURPOSE OF THIS What types of user roles and Not relevant to the RFQ

REQUEST FOR QUOTES (RFQ)

permissions are defined within the app?
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5| o anors e [ e ey [t ve
I
s L |REQUEST FOR QUOTES (RFQ) [spp teract with? o [Netrelevant tothe e
16 1 éE PQ%FEI;?'SFIE()CFZFQLI-ioI'SrES (RFO) ?Ir_es/dsa;f);ransmissions encrypted (9. |\ ot relevant to the RFQ
IR e o
8|1 OUEST FOR QUOTES (RFQ) [SDKe, o components? 1 [Netrelevant tohe e
o |1 RPURROSEORTHIS i ceton (o5, payment gatenays, [Nt relevan o heREQ

analytics services)?
v R e o [ s e
location, contacts)?
2|1 EQUEST FOR QUOTES (RFQ) |within the app's fmctionaity? | [1X leanttothe e
I s
I el
” 1 2. PURPOSE OF THIS mg?;ni?a%ireigy(zztfI‘ee:c?;;ig?l?tggéziz:le Not relevant to the RFQ

REQUEST FOR QUOTES (RFQ)

management, input validation)?
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2. PURPOSE OF THIS Are there any security policies or
2 N | to the RF
> 1 REQUEST FOR QUOTES (RFQ) |standards the app should adhere to? ot relevant to the RFQ
Has the app undergone any previous
2. PURPOSE OF THIS security assessments or penetration
2 F
® 1 REQUEST FOR QUOTES (RFQ) |tests? If so, kindly provide details on Notrelevant to the RFQ
when/ what assessments are done?
2. PURPOSE OF THIS Were any vulnerabilities identified and
27 : . . Not rel t to the RF
1 REQUEST FOR QUOTES (RFQ) |remediated in previous assessments? ot relevant to the RFQ
2. PURPOSE OF THIS What data does the app collect from
Not rel t to the RF
28 1 REQUEST FOR QUOTES (RFQ) |users, and for what purpose? ot relevant to the RFQ
Is there a privacy policy in place, and
2. PURPOSE OF THIS . : .
29 1 does it comply with relevant regulations |Not relevant to the RFQ
REQUEST FOR QUOTES (RFQ) (e.. GDPR. CCPA)?
> PURPOSE OF THIS _Does the app nged to adhere_ to specific
30 1 REQUEST FOR QUOTES (RFQ) industry regulations or compliance Not relevant to the RFQ
standards (e.g., HIPAA, PCI-DSS)?
Are there any design or architectural
31 1 2. PURPOSE OF THIS documents available that describe the Not relevant to the RFQ
REQUEST FOR QUOTES (RFQ) [app's security measures? If so, can you
share them with us?
2. PURPOSE OF THIS What type of Security testing tool is
Not rel t to the RF
32 1 REQUEST FOR QUOTES (RFQ) |preferred? (Commerdial or Open source) | ot "ievant to the RFQ
2. PURPOSE OF THIS What type of Reporting tools are
N | F
33 1 REQUEST FOR QUOTES (RFQ) |preferred? (Commercial or Open source) ot relevant to the RFQ
2. PURPOSE OF THIS Is Source Code Analysis required for this
Not rel t to the RF
3 1 |REQUEST FOR QUOTES (RFQ) |project? ot relevant to the RFQ
35 1 2. PURPOSE OF THIS X}/ahr?fi\(/:ve:!cli:r?streelalice)::lnic? 1:832?:2;:; or Not relevant to the RFQ
REQUEST FOR QUOTES (RFQ) !
Scenarios?
Who are all the key personnel for
36 1 2. PURPOSE OF THIS Application/Web/Database server Not relevant to the RFQ

REQUEST FOR QUOTES (RFQ)

management and maintenance?
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